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1. Overview

In the Enphase Energy System, the IQ Gateway is the IEEE 2030.5 client device to communicate
with utility IEEE 2030.5 servers. The document showcases the features supported and the integration
workflow with the utility IEEE 2030.5 server.

2. Introduction

As part of the interoperability and information exchange between DER entities, IEEE 2030.5 is
an application protocol for IQ Gateway device communications within the smart energy space.
The Enphase Energy System meets all mandatory interoperability requirements of IEEE 2030.5
communication. IEEE 2030.5 (formerly known as SEP 2.0 or Smart Energy Profile 2.0) is a
communication protocol designed to enable secure, two-way communication between distributed
energy resources (DERs)—like solar inverters, batteries, electric vehicles, and utility companies or grid
operators.

At its core, it allows:

• DERs to report status and receive commands
• Utilities to monitor and control energy devices remotely
• Secure communication using PKI (Public Key Infrastructure)

The IEEE 2030.5 client in the IQ Gateway supports secure, standards-based communication with
utility and grid management systems. This enables compliance in regions where IEEE 2030.5-based
protocols are mandated.

• Australia: Supports CSIP-AUS, the Australian adaptation of the Common Smart Inverter Profile
(CSIP) developed by the SunSpec Alliance. CSIP-AUS is built on the IEEE 2030.5 protocol and
extends the SunSpec CSIP framework to meet Australian grid and regulatory requirements. It
enables advanced DER management capabilities such as dynamic import/export limits (Dynamic
Operating Envelopes) and emergency backstop controls, supporting compliance with AS/NZS
4777.2 and related standards.
In Australia, compliance is overseen by Distribution Network Service Providers (DNSPs) who define
jurisdictional requirements through interconnection handbooks and technical guidelines.

• California (USA): Complies with California Rule 21 via the CSIP profile from the SunSpec Alliance,
which standardizes the use of IEEE 2030.5 for smart inverter interoperability and grid services.
In California, compliance is enforced by Investor-Owned Utilities (IOUs) under the oversight of the
California Public Utilities Commission (CPUC).

• Other Regions: Future-ready for jurisdictions adopting IEEE 2030.5-based DER interoperability
standards, ensuring long-term scalability and compliance.

Enphase’s implementation of IEEE 2030.5-2018 meets the requirements of:

• California Rule 21, via the Common Smart Inverter Profile (CSIP v2.1) developed by the SunSpec
Alliance.

• CSIP-AUS v1.1, as defined in SA HB 218:2023, the Australian Standard for CSIP-AUS
implementation (and currently working towards compliance with updated revision CSIP-AUS v1.2
as defined in SA TS 5573:2025).

The IQ Gateway communicates with a utility 2030.5 server using:

• TLS 1.2 (NSA Suite B cipher suite)
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• HTTP RESTful API

3. Equipment

Australia:

1. Supported hardware:

• IQ Gateway Metered (ENV-S-WM-230)
2. Supported IQ Gateway software version:

• 8.2.4398 and above.
3. Supported Enphase microinverters:

• IQ7 Series Microinverters
• IQ8 Series Microinverters

North America:

1. Supported hardware:

• IQ Gateway (ENV2-IQ-AM1-240,
• IQ Combiner 4 (X2-IQ-AM1-240-4)
• IQ Combiner 4C (X2-IQ-AM1-240-4C)

2. Supported IQ Gateway software version:

• 8.2.5x and above.
3. Supported Enphase microinverters:

• IQ7 Series Microinverters
• IQ8 Series Microinverters

4. Supported features

All DERs and related communications will support the autonomous and advanced control
functionality. The autonomous functions are configured per jurisdictional requirements, and
advanced control functions are executed in response to commands from the utility server.

North America - IEEE 2030.5 & CSIP (California Rule 21)

Enphase’s implementation of IEEE 2030.5-2018 meets the requirements of California Rule 21 via the
Common Smart Inverter Profile (CSIP) developed by the SunSpec Alliance.

Key supported features include:

• Grid export limit control: The IQ Gateway client controls and measures power export at the Point of
Common Coupling (PCC) based on utility server commands and scheduled exports.

• Generation control: Enables increase or decrease of inverter output in response to utility server
commands.

• Ramp rates, poll rate, scheduling: Supports dynamic adjustment of ramp rates and polling intervals
for DERs.

• Connect/Disconnect: Follows IEEE 2030.5 protocols for grid connection and reconnection,
applying Default DER Control settings until active control events are received.

• Monitoring and reporting:
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• Readings posted every five minutes
• DER function sets polled every five minutes
• Status and alarms reported on change or at defined intervals

• Fail-safe behaviour: Default DER control settings persist through communication or power
interruptions and define fallback behavior.

• Secure communication: Uses TLS 1.2 with approved cipher suites for encrypted, authenticated
communication over a RESTful HTTP interface.

Australia - CSIP-AUS v1.1 (SA HB 218:2023)

Enphase’s implementation also supports CSIP-AUS v1.1, as defined in SA HB 218:2023, the Australian
Standard for CSIP-AUS implementation. Built on IEEE 2030.5-2018 and adapted from SunSpec CSIP,
it includes all the above features plus:

• Dynamic Operating Envelopes (DOEs): Real-time or scheduled adjustment of site import/export
limits based on grid conditions.

• Emergency backstop controls: Utility-initiated disconnection or curtailment of DERs during critical
grid events.

• Flexible demand reduction: Supports demand response by enabling utilities to reduce site demand
when needed.

• Microgrid support: Defines DER behavior during transitions between grid-connected and islanded
operation.

• Enhanced onboarding and registration: Includes certificate provisioning, DER capability reporting,
and resource subscription processes.

• Advanced telemetry and reporting: Specifies data formats, reporting intervals, and telemetry
buffering tailored to DNSP requirements.

• Abnormal operations handling: Defines DER behavior during communication loss, power outages,
or server-side issues.

• Public Key Infrastructure (PKI) enhancements: Provides detailed guidance on certificate structure,
key management, and secure authentication.

• Jurisdictional flexibility: Allows DNSPs to define additional requirements through interconnection
handbooks.

5. Supported functions

Category Description 2030.5 element

Nameplate Nameplate information of DER

DERCapability::rtgMaxW

DERCapability::rtgOverExcitedW

DERCapability::rtgOverExcitedPF

DERCapability::rtgUnderExcitedPF

DERCapability::rtgUnderExcitedW

DERCapability::rtgMaxVA

DERCapability::rtgNormalCategory

DERCapability::rtgAbnormalCatego
ry

Supported features
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Category Description 2030.5 element

DERCapability::rtgMaxVar

DERCapability::rtgMaxVarNeg

DERCapability::rtgChargeRateW

DERCapability::rtgChargeRateVA

DERCapability::rtgVNom

DERCapability::rtgMaxV

DERCapability::rtgMinV

DERCapability::modesSupported

DERCapability::rtgReactiveSuscept
ance

Deviceinformation::mfID

Deviceinformation::mfModel

Deviceinformation::mfSerNum

Deviceinformation::mfHwVer

Deviceinformation::swVer

Monitoring

Active power

MirrorUsagePoint::Real Power

ReadingType::accumulationBehavio
ur = 12

ReadingType::commodity = 1

ReadingType::flowDirection = 19

ReadingType::kind = 37

ReadingType::uom = 38

Reactive power

MirrorUsagePoint::Reactive Power

ReadingType::accumulationBehavio
ur = 12

ReadingType::commodity = 1

ReadingType::flowDirection = 19

ReadingType::kind = 37

ReadingType::uom = 63

Voltage

MirrorUsagePoint::Voltage

ReadingType::accumulationBehavio
ur = 12

ReadingType::commodity = 1

ReadingType::flowDirection = 1

Supported functions
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Category Description 2030.5 element

ReadingType::phase = {phase}

ReadingType::uom = 29

Frequency

MirrorUsagePoint::Frequency

ReadingType::accumulationBehavio
ur = 12

ReadingType::commodity = 1

ReadingType::flowDirection = 1

ReadingType::uom = 33

Operational state Operational state of the DER DERStatus::operationalModeStatus

Connection status Power-connected status of the DER
DERStatus::genConnectStatusDER
Status::storConnectStatus

Alarm status Active alarm status DERStatus::alarmStatus

Operational state of charge
0% to 100% of operational energy
storage capacity

DERStatus::stateOfChargeStatus

Enter service
Enable, voltage and frequency
limits, fixed delay, randomized delay,
ramp duration

DERControl::opModEnergize

DERSettings::setESHighVolt

DERSettings::setESLowVolt

DERSettings::setESHighFreq

DERSettings::setESLowFreq

DERSettings::setESDelay

DERSettings::setESRampTms

DERSettings::setESRandomDelay

Constant power factor
Enable, power factor setpoint,
power factor excitation setpoint

Active Event

DERControl::opModFixedPFInjectW

DERControl::opModFixedPFInjectW.
excitation

Active power limiting
Enable, maximum active power
setpoint

Active Event

DERControl::opModMaxLimW

Constant var Enable, reactive power setpoint

Active Event

DERControl::opModFixedVar

DERControl::opModTargetVar

Supported functions
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Category Description 2030.5 element

Volt-var

Enable, VRef, VRef autonomous
adjustment enable, VRef adjustment
time constant, Volt-var curve,
response time

Active Event

DERCurve::vRef

DERCurve::autonomousVRefEnable

DERCurve::autonomousVRefTimeC
onstant

DERCurve::opModVoltVar::CurveDa
ta

DERCurve::yRefType

DERCurve::openLoopTms

DERCurve::rampPT1Tms

DERCurve::rampDecTms

DERCurve::rampIncTms

Volt-watt
Enable, Volt-Watt curve, response
time, ramp rate

Active Event

DERCurve::opModVoltWatt::Curve
Data

DERCurve::yRefType

DERCurve::opModVoltWatt::openLo
opTms

DERCurve::rampPT1Tms

DERCurve::rampDecTms

DERCurve::rampIncTms

High voltage High voltage trip curve
DERControl::opModHVRTMustTrip::
CurveData

Low voltage Low voltage trip curve
DERControl::opModLVRTMustTrip::
CurveData

High frequency High frequency trip curve
DERControl::opModHFRTMustTrip::
CurveData

Low frequency Low frequency trip curve
DERControl::opModLFRTMustTrip::
CurveData

Frequency-watt (droop control)
Enable, frequency deadband, droop
(over/under), response time

Active Event

DERControl::opModFreqDroop::dB
OF

DERControl::OpModFreqDroop::dB
UF

DERControl::opModFreqDroop::kOF

DERControl::opModFreqDroop::kUF

Supported functions
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Category Description 2030.5 element

DERControl::opModFreqDroop::ope
nLoopTms

Watt-var
Enable, watt-var adjustment (curve
points), response time, ramp rate

Active Event

DERControl::opModWattVar::Curve
Data

DERControl::openLoopTms

DERCurve::rampDecTms

DERCurve::rampIncTms

DerCurve::rampPT1Tms

HV momentary cessation curve
points

High voltage momentary cessation
curve points

DERControl::opModHVRTMomentar
yCessation::CurveData

LV momentary cessation curve
points

Low voltage momentary cessation
curve points

DERControl::opModLVRTMomentar
yCessation::CurveData

6. Certification and testing

California Rule 21:

Certification is coordinated by the SunSpec Alliance using a test harness developed by QualityLogic,
which is the official tool approved for IEEE 2030.5/CSIP compliance testing.

Australia (CSIP-AUS)

Currently SA Power Networks currently undertakes testing and certification of all CSIP-AUS clients
operating in Australia, which is utilised by all jurisdictions. Additionally, as certain DNSPs have
additional functional requirements due to unique aspects of their networks or individual server
requirements, additional interoperability testing is also required as stipulated by DNSPs in their
interconnection handbooks.

There are plans to develop a national testing and certification platform with single client and server
test harnesses with self serve capabilities and single OEM list for certification purposes (this is in
progress). This will be made available in late 2025.

6.1 California Rule 21/CSIP

The State of California mandates that DERs meet Electric Rule 21 technical requirements.
The Common Smart Inverter Profile (CSIP) is a communications protocol developed to ensure
interoperability between smart inverters and utility systems in California under Rule 21, which sets the
process for how distributed energy resources may connect to the grid in California. Rule 21 requires
DERs to use the IEEE-2030.5-2018 interface standard, and CSIP standardizes IEEE 2030.5-2018
communication with the grid and adds additional features:

Enhanced security

Supported functions
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• Additional authentication mechanisms to limit grid access to authorized devices.
• Improved data integrity to ensure data has not been tampered with in transit.
• Stronger encryption to prevent unauthorized access.
• Requirement for a regular security audit.

Interoperability and compliance

• Requires default use of 2030.5-2018 (SEP2) communication.
• Follows California Rule 21 requirements.
• Enables IOUs to remotely manage and control DERs.
• The CSIP implementation guide defines required features.
• CSIP certification process.

Grid support functions

• Anti-islanding protection to address unintentional islanding.
• Low and high voltage ride-through requires inverters to stay connected during voltage

fluctuations.
• Frequency ride-through requires inverters to stay connected during frequency fluctuations.
• Dynamic volt-var operation requires inverters to manage voltage deviations by consuming or

producing reactive power.
• Ramp rates for smooth transitions between power levels by increasing and decreasing output.
• Fixed power factor setting in inverters to inject or absorb.
• Soft start reconnect to reduce the effect on the grid by gradual reconnection while managing

voltage and frequency.
• Reactive power control to support grid operations.
• Data monitoring of key data such as active power, reactive power, voltage, frequency, operational

state, connection status, alarm status, and state of charge.
• Disconnect/Reconnect at the grid interface.
• Limit maximum active power to a specified level.
• Set active power to a specified level.
• Frequency-watt operation modifies active power by managing frequency.
• Volt-watt operation modifies active power by managing voltage.
• Dynamic reactive power operation modifies reactive power based on the rate of voltage change.
• Scheduling of power values and modes of operation.

6.2 Australia CSIP-AUS

CSIP-AUS is the national standard for secure, scalable DER integration in Australia. It builds on IEEE
2030.5-2018 and SunSpec CSIP (California), with enhancements tailored to Australian grid needs,
including support for dynamic operating envelopes and DNSP-specific telemetry. It is complemented
by AS/NZS 4777.2, which defines the autonomous inverter functions (such as voltage and frequency
ride-through, Volt/VAR control, and anti-islanding) that operate independently of CSIP-AUS (IEEE
2030.5) communications. This standard enables additional functionality:

• Site-based control: CSIP-AUS requires a single DER client per site to control and monitor power
at the point of supply, ensuring a unified view of site-level power flow. In contrast, California CSIP
(e.g., SunSpec v2.1) allows multiple DER clients per site, which can complicate coordination and
telemetry.

Certification and testing
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• Emergency backstop mechanism: CSIP-AUS includes provisions for emergency PV curtailment
or export limiting to maintain grid stability during periods of high solar generation—features not
explicitly defined in California CSIP.

• Dynamic exports (flexible exports): CSIP-AUS supports dynamic operating envelopes, allowing
DNSPs to adjust export limits in real time based on local network conditions. This is not a standard
feature in California CSIP.

• Dynamic imports (flexible demand reduction): CSIP-AUS also supports dynamic import limits,
enabling control over flexible loads like batteries and EV chargers—capabilities not currently
included in California CSIP profiles.

• Future extensions – VPP enablement: CSIP-AUS is designed with extensibility in mind, including
future support for Virtual Power Plant (VPP) capabilities via a secure, standardized, and
interoperable framework based on IEEE 2030.5.

7. Integration work-flow

7.1 One-time certificate provisioning process

1. Enphase generates a CSR (Certificate Signing Request) for its Manufacturer Intermediate
Certificate Authority (MICA).

2. The CSR is submitted to a trusted Root CA (e.g., SERCA or a SunSpec-approved CA). In some
cases, a utility may choose to trust Enphase’s Root CA, though this would be a custom, utility-
specific trust arrangement.

3. The Root CA issues an MCA or MICA certificate to Enphase.
4. Enphase uses the MICA to sign unique device certificates.
5. The device certificate is installed on the DER (e.g., IQ Gateway) during IEEE 2030.5 commissioning.
6. Utilities trust the device certificate because it chains up to a recognized Root CA.

7.2 Setting up utility in Enphase system

1. Utility must supply the URI, port number, API endpoint, and optional PIN for IEEE 2030.5 client
configuration; this may differ between staging/test environments and production environment.

2. Utility must specify whether the server supports in-band or out-of-band registration for direct-
connected devices.

3. Enphase to update the database with utility information, ensuring utility is available to be selected
via drop-down menus.

4. Enphase to enable region for IEEE2030.5, so that Long Form Device Identifier (LFDI) can be
displayed on Enphase Installer Portal, which is needed in case of out-of-band registration with
utility server.

7.3 Workflow where out-of-band registration is supported by utility
server

NOTE: Follow utility-specific requirements for any pre-registration and connection approvals.

Certification and testing
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1. Commission site as per usual process.
2. Ensure that IEEE 2030.5 and utility is selected in Enphase Installer App during commissioning.
3. If IQ Gateway software meets minimum version requirements, skip from step 3 to step 4.
4. That evening, IQ Gateway software will automatically update to 8.2.4398 or higher (in Australia)

and 8.2.5x or higher (in North America) and device certificate and associated LFDI generated.
5. Next day, installer can obtain the LFDI from installer portal and go through the usual out-of-band

registration process via utility portal (refer to utility for specific requirements).
6. Once successfully registered, installer can proceed with running capability tests via utility portal

(this step may vary depending on the utility).
7. The device uses its certificate to establish a secure, mutually authenticated TLS connection with

the utility.

7.4 Workflow where in-band registration is supported by utility server

NOTE: Follow utility-specific requirements for any pre-registration and connection approvals.

1. Commission site as per usual process.
2. Ensure that 2030.5 and utility is selected in Enphase Installer App during commissioning.
3. Ensure National Metering Identifier (NMI) is provided in Enphase Installer App (only required in

Australia).
4. If IQ Gateway software meets minimum version requirements, skip from step 4 to step 6.
5. That evening, IQ Gateway software should automatically update to 8.2.4398 or higher (in

Australia) and 8.2.5x or higher (in North America) and associated LFDI generated.
6. Next day, the device should be successfully registered with utility server via in-band registration.
7. Installer can proceed with running capability tests via utility portal (this step may vary depending

on the utility).
8. The device uses its certificate to establish a secure, mutually authenticated TLS connection with

the utility.

Integration work-flow
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Figure 1: Enphase Installer App

Figure 2: Enphase Installer Portal activation page

Integration work-flow
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Figure 3: IEEE 2030.5 status page with LFDI

8. Important notes and limitations

1. Internet connectivity: Ensure that the site has a reliable internet connection (Wi-Fi or Ethernet),
which is necessary to ensure that DNSP can communicate with the inverter.

2. Sites with multiple IQ Gateways are currently unsupported, where total site control via IEEE2030.5
is required by utility.

3. Power production limiting must not be enabled.
4. Where capability test is required by utility, prior to running test, ensure internet connection

is stable, battery systems (if present) are fully charged or switched off, there is sufficient PV
generation/export, large loads are turned off and CT wiring is correct.

Important notes and limitations
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9. Revision history

Revision Date Description

TEB-00312-1.0 July 2025 Initial release.
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