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Step 1
Setting up the MagWeb for a Static IP Address

The MagWeb GT needs to be connected to the Local Network and have AC power applied.
You should have gone through the normal setup instructions included with the MagWeb GT and
can see it in your browser at this point. If you cannot see the MagWeb GT in your browser on
the local network please go back to the MagWeb GT instructions.

The MagWeb GT will be assigned an IP address by your router when it is connected into the
router and powered.

Now we need to set the MagWeb GT for a static IP address. To do this we need to know a
couple of numbers that we call IP addresses. The first IP address we need is the one you use to
log onto the MagWeb GT so please write it down here and we will call it “Value 1"

The second number we need is the routers IP address, this one is slightly tougher to find.
Assuming you are using Windows as an operating system you will be connected to the internet
either with Wi-Fi or a cable. Either one uses the same process. In the bottom, right corner near
the clock will be a Wi-Fi signal icon or a LAN icon (this looks like a computer monitor with a
cable on the left side)

V= — =
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Right click on that icon and left click on “Open network and sharing center”
Left click on “Change adapter settings” near the top left

Now if your icon was a Wi-Fi symbol right click on the wireless adapter and if it was a LAN
symbol right click on that. Then left click “Status”

Now left click on “Details” and about half way down you will see a IPv4 Default Gateway IP
address so let’s write that down here and we will call it “Value 2”:

Now close out of these new windows so the only thing left open is the MagWeb GT webpage. If
that got closed please open the web page for the MagWeb GT.
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You need to set the MagWeb GT up to use a static IP address so the router will know where to
forward the ports to. This is done from your browser after you log onto the MagWeb GT on the
local network.

Click on “Administration” in the top right.
Click on “Network Connectivity” on the right about half way down.

On this page, we will now click on the little radio button labeled “Use the following IP address”
and the fields we need to fill in will pop up. There are 5 fields to fill in.

Starting at the top:
IP Address: (this is the first value we wrote down above labeled value 1) make sure to add the .

in between the values for example 192.168.1.100
Subnet Mask: this will be 255.255.255.0

Default Gateway, Preferred DNS server and Alternate DNS server: All 3 of these will be the
“Value 2” we wrote down above.

After entering all 5 values we want to click the “Update” button below them and then we want to
close the browser. Next let’s open the browser again and enter the “Value 1” in the browser to
make sure we can still get to the MagWeb GT. If all is well now we move on to the port
forwarding portion/DynDNS setup.

Step 2
DynDNS.org Set Up

If you have a Static IP address assigned to you from your internet provider. Please skip this
section and proceed to “Setting up your Router”. This is only required if you have a Dynamic IP
address. To determine if you have a static or dynamic IP address please contact your internet
service provider.

Do be advised that this step is NOT necessary and you can just find out what your IP address is
when it changes and use that. For example, | personally use Time Warner and my IP address
only changes when | reboot the cable modem so | can simply find my public IP address again
later when it changes if | do not want to bother with a dynamic dns service. Also, be aware that
DynDNS is a paid service and there are other services out there now that probably work just as
well but we have not tested them.

To find your public IP address (Think of it as the street address of your house) go to
www.whatsmyip.com

DynDNS.org is a paid service that keeps track of the ever-changing IP address you have been
given by your internet provider. Your router will update DynDNS anytime this IP address
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changes. Because we have no way of knowing what that IP address may be at any given time
DynDNS also has us create a URL.

You need to go to https://dyn.com/remote-access/ and create an account. You will need to enter
a little info on this page to create your account. First you need to pick a Host Name and enter it
in the box. Then you need to select the remainder of the URL from the dropdown box. This can
be seen in the photo above. The only other parameter you need to enter is the IP address of the
system the MagWebGT is hooked to. If you are creating this account from a computer on that
same network DynDNS shows you that IP address right below the text box. If you are on a
computer that is not on the same network as the MagWebGT doing this you will need to find the
IP address of the Network the MagWebGT is on. This can be done by using a computer on that
same network and going to www.whatsmyip.com. After you have filled in both fields click add to
cart and continue creating your account. You will want to document your Host Name, User
Name and Password for future use.

Host Name

User Name

Password

Step 3
Setting up your Router

You will need to set up Port forwarding in your router. We suggest using a port like 502 for the
outside world as shown in “Router Examples” You will need to set up DDNS if you have a
dynamic IP address and set up an account with DynDNS.org. These are considered advance
user adjustments in your router and you will need to know how to access your router. We have
included a Router section in this manual. If you do not see your router here we do not know how
to set it up. We have documented every router we are familiar with. For assistance on setting
your router up please contact the manufacturer of the router. You can also find information at
https://portforward.com/router.htm.
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Step 4
Navigating to the MagWeb GT from Off site

Navigating to the MagWeb GT from off site is simple. You open a browser and type in the public
IP address you got from above with the port number for example 123.456.789.123:502 or the
DynDNS URL from above with a :502 on the end.

Belkin N150
BELKIN | Router Setup

Firewall > Virtual Servers

This tunction will allow you 1o route exemal (Intémeat) calls for senices such as a wab server (por
BO). FTP sarver (Port 21), or other applications thraugh your Router 1o your Internal network. More
Info

CearChanges | Apply Changes |

Add | Active Worlds - Add |

Clearentry 1 = cear |
R e R T e

¥l MagwebeT| 502 502 BOTH « 1821882 116

2 ! - BOTH ~ 1021882
3 I - BOTH ~ 1821882
4 ] - BOTH = 1821682
5 - - BOTH = 1821682 B
6 i - BOTH ~ 1821682 -
% ] - BOTH » 1821682
8 | - BOTH - 1921682 -
9, [ . BOTH + 1821882
§0. A - BOTH ~ 1821882
S - BOTH = 1821682 -
) ] - BOTH - 1821882

13.

o |

- BOTH = 1821682
The Belkin N150 has a default IP address of 192.168.2.1 The default password is blank.

You will need to access 2 portions of the routers programming, Port forwarding under Firewall >
Virtual Servers. And DDNS under Firewall > DDNS.

Click on Virtual Servers under Firewall this will bring you to the Port Forwarding screen as seen
above. Check the Enable box and fill in a Description for this port. Enter a port number in the 2
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private ports (we suggest 502). Enter the IP address that you have documented from earlier
called value 1. Save your changes and continue to the DDNS part of setup if required.

BELKIN | Router Setwp

Firewall > DDNS

Internet WAN Dynamic DNS allows you bo provide Internet users with a fived domain name (instead of an [P address which
- : miay periodically change), allowing your router and applications setup in your router's virual senvers fo be
accessed from vanous locatians on the Intemet without knowing vour current IP address. Your Wireless
Rauter supports dyamic ONS frough DynDNS ceg (hitpswww.dyndns.org) You must create an acoount
before using this serdce. More Info

DONS Service > DynDNS v | Wbtz
S S e Disable
User Name >
Password »
Domain Name >
Clear Changes | UpdateDysamcns |

DDNS setup (you only need this part if you have a dynamic ip address)

Click on DDNS under Firewall as seen above. Select DynDNS in the drop down box. Fill in your
username, password and URL or Domain Name. This data would have been documented in the
section of the manual on Setting up a DynDNS account. Leave all the other fields in default
setting. When you are done click “Update Dynamic DNS”.
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Belkin N300
BELKIN | Router Setup
Firewall > Virtual Servers
This function will allow you 10 route external (Intermat) calls for sernvices such as a wab senver (port
80). FTP samver (Port 21), or other applications through your Router 1o your intemal network, More
Info
CearChanges | Apgly Cranges |
Add | Active Worlds iw| | Add |
Clearentry 1 =
e e B G £ e
¥ MagWeb GT 502 - 502 BOTH =« 1821682 116
i 2 | : BOTH + 1821882 :
& ] - BOTH -~ 1821882 -
4 ] - BOTH » 1921882 -
& " - BOTH = 1021882 =
6. - - BOTH ~ 1821682 -
T ] - BOTH » 1821682 B
B [ B BOTH -~ 1921682 B
9 { - BOTH » 1021682 -
10, s - BOTH ~ 1821882 .
1" I - BOTH » 1021682 il
Az ] - BOTH - 182168.2 -
13 & - BOTH = (1821682 -

The Belkin N300 has a default IP address of 192.168.2.1 The default password is blank.

You will need to access 2 portions of the routers programming, Port forwarding under Firewall >
Virtual Servers. And DDNS under Firewall > DDNS.

Click on Virtual Servers under Firewall this will bring you to the Port Forwarding screen as seen
above. Check the Enable box and fill in a Description for this port. Enter a port number in the 2
private ports (we suggest 502). Enter the IP address that you have documented from earlier
called value 1. Save your changes and continue to the DDNS part of setup if required.
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BELKIN. | Router Setup

Firewall > DDNS

Dynamic DNS allows you to provide Internet users with a fixed domain name (instead of an P address which
may periodically change), allowing your router and applications set up in your router's virtual servers to be
accessed fromvarious locations on the Internet without knowing your current IP address. Your Wireless
Rauter supports dynamic DNS through DynDNS. org (http:/www.dyndns.org). You must create an account
before using this senice. More Info

DDNS Service »
DDNS Status = Disable
User Name > .
Password »
Domain Name >
Clear Changes | Update Dynamic NS

DDNS setup (you only need this part if you have a dynamic ip address)

Click on DDNS under Firewall as seen above. Select DynDNS in the drop down box. Fill in your
username, password and URL or Domain Name. This data would have been documented in the
section of the manual on Setting up a DynDNS account. Leave all the other fields in default
setting. When you are done click “Update Dynamic DNS”.
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Linksys WRT54GS
LINKSYS by Cisco

Firrunee Version. v7 200

Wireless-G Broadband Router with SpeedBooster WRTS4GS
Applications
& Gan‘.ing Setup Wireless = o= e e Administration
Port Range Forward t Triggermg DkEZ |

Port Range Forsanding:
Cerlain apphcations may require
to open specific poris n order

for # to function comrectly
Application Start | End I Protocol | IP Address Enable Exampies of these appications
N Include servers and certan
MagWeb 502 o 502 Both - 182.168.1. 106 [ onine games. When & request
for a certain port comes in from
0 to 0 Both = 182.168.1. O = the Internet, the router will route
the dats to the computer you
] to O Both -~ 1821681, 0 M specify. Due o security
) concerns, you may want o limit
0 to 0 Both = 121681 0 | port forwarding to only those
poris you are using, and
0 o O Both - 1821681, 0 Fi uncheck the Enable checkbox
z After you are finished
0 o 0 Both ~ 1821881 O = S
0 to 0 Both -~ 1821681 0 M
0 to 0 Both - 1821681. 0 [
o to O Both - 1821681 O =
] to O Both = 1821681 0 &
1T
Save Sethngs Cancel Changes cisco

The Linksys WRT45GS has a default IP address of 192.168.1.1 The default username and
password is admin for both.

You will need to access 2 portions of the routers programming, Port Range forwarding under
Applications and Gaming and DDNS under Setup. Follow the steps below to complete setup.

Click Application & Gaming and then click Port Range forward. Enter a name in the Application
field this can be just MagWeb or you could use any name for it this is for your reference only.
Enter the port (we suggest 502) in the Start and End boxes. Enter the Static IP of the MagWeb
(Value 1). Check the box that says Enable. Click save settings and wait for the router to tell you
it updated successfully.

How to Access the MagWeb GT from the Internet Page 9
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LINKSYS'by Cisco

Firmware Version: v7.2.08
Wireless-G Broadband Router with SpeedBooster WRT54GS

SEtup Setup Wireless Security B :péglrlrﬁ:;m Administration Status

Bas fup DDNS

BOMS DDNS Service: DONS allows

DONS Service: DynDNS.org o you to access your network
uging domain names instead of

IP addresses. The service
User Name: halfcrazy manages changing [P address
and updates your domain
Passwaord: [IT1111] information dynamically. You
must sign up for service
Host Name: 2777 dyndns tv through TZ0.com or

Internet IP Address: 7475.181.123 GyeE oot
More...

Status: Update Success - No Change

Cancel Changes Cisco.

DDNS setup (you only need this part if you have a dynamic ip address)

Select DynDNS.org in the drop down box. Fill in your username and password as well as the
host name in the fields. This data would have been documented in the section of the manual on
Setting up a DynDNS account. When you are done click save settings and make sure the router
comes back and tells you Update success in red under Status.

How to Access the MagWeb GT from the Internet Page 10
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Linksys WRT120N
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1521681 115
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The Linksys WRT120N has a default IP address of 192.168.1.1 The default username and
password is admin for both.

You will need to access 2 portions of the routers programming, Port Range forwarding under
Applications and Gaming and DDNS under Setup. Follow the steps below to complete setup.

You will need to set port forwarding for the MagWeb. Click Application & Gaming and then click
Port Range forward. Enter a name in the Application field this can be just MagWeb this is for
your reference only. Enter the port (we suggest 502). Enter the Static IP address of the
MagWeb (Value 1). Check the box that says Enable. Click save settings and wait for the router
to tell you it updated successfully.

How to Access the MagWeb GT from the Internet Page 11

2 "¢ ° Sensata

Technologies September 2017 | Rev A www.SensataPower.com



]
L]

Tech Note i.rf“wl cl.i'gt.r"
E N E R G |

TN

EEEEEEEE
777 dyndns.org

Oynamic
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Ho Internet connection.

Sve Settings
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DDNS setup (you only need this part if you have a dynamic ip address)

Select DynDNS.org in the drop down box. Fill in your username and password as well as the
host name in the fields. This data would have been documented in the section of the manual on
Setting up a DynDNS account. Leave all the other fields in default setting. When you are done
click save settings and make sure the router comes back and tells you Update success under
Status.
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Linksys E1200
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The Linksys E1200 has a default IP address of 192.168.1.1 The default username and

password is admin for both.

You will need to access 2 portions of the routers programming, Port Range forwarding under
Applications and Gaming and DDNS under Setup. Follow the steps below to complete setup.

You will need to set port forwarding for the MagWeb GT. Click Application & Gaming and then
click Port Range forward. Enter a name in the Application field this can be just MagWeb this is
for your reference only. Enter the port (we suggest 502). Enter the Static IP of the MagWeb
(Value 1). Check the box that says Enable. Click save settings and wait for the router to tell you

it updated successfully.
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DDNS setup (you only need this part if you have a dynamic ip address)

Select DynDNS.org in the drop down box. Fill in your username and password as well as the
host name in the fields. This data would have been documented in the section of the manual on
Setting up a DynDNS account. Leave all the other fields in default setting. When you are done
click save settings and make sure the router comes back and tells you Update success under
Status.
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NetGear N150-WNR1000
NETGEAR

router manager
N150 Wirsdass Routar

Guest Network Port Forwarding / Port Triggering

Logs Please salect the sarvice type.
Block Sites @ Por Forwarding

Port Trigpering

Schedule
E-mail Service Name Server IP Addrezs
AIM S 192 . 168 .1 Add
Router Status
Antached Device: | | . | SEMVICE Hama | San Pon | Emd Port | Server IP Agdress

Backup ngs e ——
Sot Password Edit Senice Delete Service
Router Upgrade e
Wireless Settings
Wireless Repeating
Function

Port Forwarding J
Port Triggering

Dynamic DN5S
Static Routes

Remote
Management

UPnP

The NetGear N150-WNR1000 has a default IP address of 192.168.1.1 The default username is
admin and the password is password.

You will need to access 2 portions of the routers programming, Port Range forwarding under
Applications and Gaming and DDNS under Setup. Follow the steps below to complete setup.

Click on port forwarding in the advanced menu on the left side of the screen. On the screen that
comes up (See Picture above) check port forwarding and then click “Add Custom Service”.
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NETGEAR

rouler manager
MW150 Wirelass Eauter

THliTigas Jowings

Guest Network Ports - Custom Services

Logs Sendce Name
Block 5 Sendce Type TCRILUDRE
Block Se Starting Forl {1~65535)
Schedule Ending Porl {1~f5535)
E-mail Server P Address 192 . 168 .1
Apply || Cancel

Attached Devices
Backup Settings
Set Password

Router Upgrade

VWireless Settings

eless Repeating
Functi

Port Forwarding |
Port Triggering

WAN Setup
LAN Setup
Qo5 Setup
Dynamic DNS
Static Routes
Remote
Management
UPnP

You will need to give each forwarded port a name in the box named “Service Name”. This name
is not important to the router it is there for your reference. You could use MagWeb for this.

Enter the port number We suggest 502). Enter the Static IP of the MagWeb (Value 1). Click

Apply.
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NETGEAR

Schedule

E-mail

Router Status

Attached Devices

Backup Settings
Set Password

Router Upgrade

Function

Port Forwarding /

Port Triggering
WAN Setup

LAN Setup

Dynamic DNS
Static Routes
Remaote
Management
PP

Traffic Meter

Knowledge Base

Documentation

DDNS setup (you only need this part if you have a dynamic ip address)

router manager
W150 Wiralass Router

Dynamic DNS

Use a Dynamic DNS Service

Service Provider
Hosi Name
User Nama

Password

www DynDNS.org -

Apply || Cancal

|| Show Stats

In the Advanced Menu on the left side of the screen click “Dynamic DNS”. On the screen that
opens check the box labeled “Use a Dynamic DNS Service”. Select DynDNS from the drop
down box labeled “Service Provider”.

Fill in the Host Name, User Name and Password that you have from DynDNS. You documented
this earlier in the section on setting up a DynDNS account.

Click apply to save these settings.
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NetGear N300-WNR2000

NETGEAR

router manager
o N300 Wirsless Router

Guest Network " | Port Forwarding | Port Triggering
Please select the service type.
i ALY @ Port Forwarding
Block Services Port Triggering
Schedule
E-mail Senvice Hame Server |P Address
FTP - 192 188 L1 | Add |
Router Status
Attached Devices | | # | Service Hame Start Port | End Port Server [P Address
Backup Setiings
Set Password E Edit Service | Delete Sernce

Router Upgrade = ==
ustom Semnvice |
Wireless Settings
Wireless Repeating
Function
\Port Forwarding i
Triggering

14‘l|'1'|H Setup
LAN Setup
QoS Setup
Dynamic DNS

Static Routes

Remote
Management

The NetGear N300-WNR2000 has a default IP address of 192.168.1.1 The default username is
admin and the password is password.

You will need to access 2 portions of the routers programming, Port Range forwarding under
Applications and Gaming and DDNS under Setup. Follow the steps below to complete setup.

Click on port forwarding in the advanced menu on the left side of the screen. On the screen that
comes up (See Picture above) check port forwarding and then click “Add Custom Service”.
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NETGEAR

rouler manager
@ N300 Wireless Router

Guest Network Ports - Custom Services

Logs

Block Sites senice Hame

Block Services FYoo TCRADE ~

Schedule Starting Por (1~G5534)

E-mail Ending Poit (1-6E534)
Sanver IP Address 192 168 1

Router Status

Attached Devices ..F\ppt]- | | Canced
Backup Settings

Set Password

Router Upgrade

Wireless Settings
Wireless Repeating
Function

Pon Forwarding /
Port Triggering
WAN Setup

LAN Setup

Qo5 Setup
[ynamic DNS
Static Routes
Remot
Management
UPnP

You will need to give each forwarded port a name in the box named “Service Name”. This name
is not important to the router it is there for your reference. You could use MagWeb for this.

Enter the port number We suggest 502). Enter the Static IP of the MagWeb (Value 1). Click
Apply.
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NETGEAR

router manager
N300 Wireless Router

E-mail

Dynamic DNS

Router Status

Attached Devices _| Use a Dynamic DNS Service
Backup Settings
Set Password Shrvice Fiovsler waw DynDNS org
Router Upgrade HostName
User Name
Wireless Settings Password

Wireless Repeating
Function

Port Forwarding /
Pon Triggering
WAN Setup

LAN Setup

QoS Setup
Dynamic DNS

| Apply || Cancel || ShowStaws |

Static Routes

Management
UPnP
Traffic Meter

Knowledge Base

Documentation

Logout

DDNS setup (you only need this part if you have a dynamic ip address)

In the Advanced Menu on the left side of the screen click “Dynamic DNS”. On the screen that
opens check the box labeled “Use a Dynamic DNS Service”. Select DynDNS from the drop
down box labeled “Service Provider”.

Fill in the Host Name, User Name and Password that you have from DynDNS. You documented
this earlier in the section on setting up a DynDNS account.

Click apply to save these settings.
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NetGear N600-WNDR3700
NETGEAR

roufer manager
M&00 Wiraless Duol Bond Gigobit Router

BUVEIICEU 880 1YS

Media Server Port Forwarding | Port Triggering
Logs Please select tha service type.
¥ S Port Forwarding
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Schedule
E.mail Service Mame Sanver IP Address
FTP - 192 168 1 [ Add |

Router Stz

i Sorvice Har Start Por End Po | sarver IP Address
Attached ot | | _.|..|.... ame | |:—| ol | .|1 '1 | ‘- er IF Addl

Backup Settings

Set Password Edd Serice Delete Service

Jouter | are
Router Upgrade Add Customn Sennce

Pori T lrggbrin-g_

WAN Setup

Static Routes

Remuate

The NetGear N600-WNDR3700 has a default IP address of 192.168.1.1 The default username
is admin and the password is password.

You will need to access 2 portions of the routers programming, Port Range forwarding under
Applications and Gaming and DDNS under Setup. Follow the steps below to complete setup.

Click on port forwarding in the advanced menu on the left side of the screen. On the screen that
comes up (See Picture above) check port forwarding and then click “Add Custom Service”.
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NETGEAR
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LAN Setup
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USH Settings

You will need to give each forwarded port a name in the box named “Service Name”. This name
is not important to the router it is there for your reference. You could use MagWeb for this.

Enter the port number We suggest 502). Enter the Static IP of the MagWeb (Value 1). Click
Apply.
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NETGEAR

router manager
ME00 Wirelass Dual Band Gigabit Rewter

Dynamic DNS
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Triggering
WAN Setup
LAN Setup

5 Selup
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USE Seitings

DDNS setup (you only need this part if you have a dynamic ip address)

In the Advanced Menu on the left side of the screen click “Dynamic DNS”. On the screen that
opens check the box labeled “Use a Dynamic DNS Service”. Select DynDNS from the drop
down box labeled “Service Provider”.

Fill in the Host Name, User Name and Password that you have from DynDNS. You documented
this earlier in the section on setting up a DynDNS account.

Click apply to save these settings.
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NetGear G54-WGR614
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The NetGear G54-WGR614 has a default IP address of 192.168.1.1 The default username is
admin and the password is password.

You will need to access 2 portions of the routers programming, Port Range forwarding under
Applications and Gaming and DDNS under Setup. Follow the steps below to complete setup.

Click on port forwarding in the advanced menu on the left side of the screen. On the screen that
comes up (See Picture above) check port forwarding and then click “Add Custom Service”.
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NETGEAR
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You will need to give each forwarded port a name in the box named “Service Name”. This name
is not important to the router it is there for your reference. You could use MagWeb for this.

Enter the port number We suggest 502). Enter the Static IP of the MagWeb (Value 1). Click
Apply.
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DDNS setup (you only need this part if you have a dynamic ip address)

In the Advanced Menu on the left side of the screen click “Dynamic DNS”. On the screen that
opens check the box labeled “Use a Dynamic DNS Service”. Select DynDNS from the drop
down box labeled “Service Provider”.

Fill in the Host Name, User Name and Password that you have from DynDNS. You documented
this earlier in the section on setting up a DynDNS account.

Click apply to save these settings.
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